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JOB DESCRIPTION and PERSON SPECIFICATION

	SERVICE AREA: Town Clerk’s Service

	DATE PREPARED: 10/11/2023

	SECTION: Information Governance & Member           Support	

	GRADE: 8 



	JOB TITLE: Information Risk Officer

	EVALUATION RESULT:  291

	EVALUATION DATE:   4th December 2023
	JE NUMBER: NC4180




	ROLE & PURPOSE OF JOB:  

Develops and oversees the corporate approach to information governance standards to maintain the safety and security of the Council’s data.  Promotes and monitors corporate information risk management with particular focus on data security, lawful and fair processing and the reporting and management of security incidents. 

Directly contributes to Information Security policies, procedures and frameworks, working closely with the Information Governance & Data Protection Manager and the ICT Service.   Proactively raises awareness of information security risks and threats using a range of tools including e-learning, security bulletins and briefing sessions.

Advises social care colleagues and the Caldicott Guardians to maintain compliance with relevant health data standards, including the NHS Data Security and Protection Toolkit. Manages and develops the Council’s Information Security Incident management process, Acting as the Council’s point of contact with the Information Commissioner’s Office (ICO) and/or the Police on serious data breach and information security matters. Determines whether serious incidents meet the legal threshold for reporting to the ICO.  Creates data breach monitoring reports and leads the risk monitoring discussion at Information Governance Group meetings.

Provides leadership and line management to the Information Governance Officers in responding to information requests and information security matters. Ensures statutory deadlines are met, regulatory compliance is maintained, and the Council complies with Court/CPS requirements. Works closely with partner organisations to address risk and develop and implement safe practice for information sharing and data transfer.




	PRINCIPAL ACCOUNTABILITIES:
Please note decision making must be included within the Principal Accountabilities

	1.
	To promote and safeguard the welfare of children, young people and/or vulnerable adults.

	2.
	Customer Focus – 

Works directly with victims of data breaches to provide support and assurance in the aftermath of incidents.  Leads and supports service area colleagues in the Council’s responses to data breaches to ensure victims receive appropriate ongoing support, immediate risks to them and their personal data are mitigated, and matters are escalated to the Police or Information Commissioner’s Office as necessary. Supports managers and HR with advice on employee breaches of information governance policies/procedures. 

Uses specialist knowledge to adjudicate on data breach complaints and concerns, acknowledges and resolves complaints and/or defends the Council’s position based on a fair interpretation of the circumstances. 

Liaises with data breach victims and the insurance section to ensure potential claims for data breaches are efficiently received and actioned. Ensures that problem-solving, reconciliation and negotiation take place at earliest stage to resolve breaches.

Acts as the Council’s contact with the Information Commissioner’s Office/Police on serious data breach incidents to mitigate risks to individuals. Works with the ICO to resolve customer concerns on information access and security matters.

Provides expert advice to colleagues across the Council responding to issues, complaints and information risk issues. Includes giving immediate advice in critical and time-sensitive situations to mitigate risks of harm or to meet legal deadlines. 

Determines whether matters are eligible for data breach complaints process and allocates to the correct Complaints Scheme. Consults the SIRO and Information & Data Protection Manager and Town Clerk where necessary.  Supports the Information Governance & Member Support Manager in delivering the Council's approach to Information Governance and wider management of information risk.  

Demonstrates customer service of a high standard to meet changing needs while maintaining legal compliance, including work with local organisations who commission our traded services, HCAL and KWL. 

Maintains a caseload of information requests under FOI/EIR/DPA/Information Security and will be expected to provide line management, leadership, advice and decision-making support to junior colleagues on more complex cases.

Protects and enhances the council’s reputation through engagement with audiences including employees, Members, customers, partners and stakeholders in the response to Information Governance risks and issues.  Includes the development and delivery of training sessions, including bespoke sessions to address risks arising from information security incidents. 


	3.
	Strategy –

Collates and monitors the Council’s information security incidents to inform senior decision makers. Leads the data breach monitoring evaluation at Corporate Information Governance Group meetings, highlighting specific risks, themes and threats for awareness or escalation.

Works closely with both Caldicott Guardians, Director and Assistant Directors to address issues and risks to drive improvement and safety in respect of social care information and our patients’/customers’ rights.

Works with Customer Services and ICT colleagues to identify risks and solutions where issues are raised in respect of customer contact channels. Oversees the Council’s approach to the use of secure email solutions for data exchange, including publication of the intranet ‘safe sender’ list.

Uses initiative to research, draft and publish council-wide bulletins and updates via email/website/intranet to promote information security and ensure staff are briefed on information security threats or immediate risks.


	4.
	Performance Management – 

Maintains focus on continuous improvement, effective use of resources and value for money.

Provides Council colleagues with specialist advice on data breach, information security and information rights to mitigate incidents and risks and ensure compliance with the law, legal deadlines and the Council’s policies. Works with service area colleagues to implement recovery actions and develop or amend processes to mitigate future risk. 

Seeks to maximise resources and reduce demand taking a highly pro-active approach to the management of, and responses to, information security incidents. Ensures serious data breach reporting to regulator takes place within statutory 72-hour period.

Collates, evaluates and disseminates themes arising from breaches to inform practice development and improve information security for the Council and its service users. 

Works with Directors and senior managers at the strategic level to address risks to personal data. Escalates concerns to the SIRO, Information & Data Protection Manager, Town Clerk, Caldicott Guardians, Directors and/or Internal Audit as necessary. Compiles and presents a monthly information security incident monitoring report to the Information Governance Group highlighting themes and trends.

Uses research, incident monitoring and horizon scanning to ensure that training, policies and processes are fit for purpose, continually seeking new opportunities and innovations, adopts best practice from elsewhere when appropriate.

Develops and monitors clear success indicators for personal, team and corporate activity.  Ensures that the Information Governance Team meet statutory deadlines on information rights requests. Works closely with the Legal Service to ensure that Public Interest Immunity disclosures are made to the Police to ensure prosecutions are not delayed.


	5.
	Leadership – 

Line manages Information Governance staff, including delegation of work, management of performance, identification and implementation of learning and development interventions, coaching and motivating, health, safety, and welfare.

Provides expert advice to service area colleagues and takes decisions on whether personal or otherwise confidential information can or must be disclosed to other agencies or partners, or in response to legal claims.

Develops and monitors clear success indicators for personal, team and corporate activity. Ensures that the Information Governance Team meet statutory deadlines on information rights requests. Works closely with the Legal Service to ensure that Public Interest Immunity disclosures are made to the Police to ensure prosecutions are not delayed.


	6.
	Statutory Obligations –

Oversees and publicises the Council’s Information Security Incident Reporting process ensuring incidents are reported to the ICO in accordance with the UK GDPR and UK standards and legislation.  The UK GDPR requires reporting of serious incidents within 72 hours of them coming to light with the potential for very large monetary penalties in the event of non-compliance.

Analyses data breaches to identify root causes and develop appropriate controls and risk mitigations to meet the legal requirement to have appropriate technical and organisational measures in place to protect personal and special category data.

Supports services to meet mandatory standards including the Caldicott Principles, the NHS Data Security and Protection Toolkit and PSN accreditation. 

Works with Service Areas to ensure business activities are lawful and strike an effective balance between privacy of individuals and the public interest and the Council’s legitimate interests.

Works with Service Areas to produce effective Data Protection Impact Assessments to ensure business activities are designed to be lawful and strike an effective balance between privacy and of the public and the Council’s legitimate interests with particular focus on projects with the potential to breach privacy rights or increase information security risk.

Works with the Legal Service and the Police to ensure Public Interest Immunity disclosures are made in accordance with requirements of the Courts.




	CORPORATE JOB REQUIREMENTS (Do not delete or amend any of this section)

	1. POLITICAL RESTRICTIONS
THIS POST IS POLITICALLY RESTRICTED UNDER THE PROVISION OF THE LOCAL GOVERNMENT AND HOUSING ACT 1989 ON THE BASIS OF THE FOLLOWING CATEGORY:
#THIS POST IS NOT POLITICALLY RESTRICTED



	2. DIGNITY AT WORK
To show, at all times, a personal commitment to Looked after Children and treating all service users, customers and colleagues in a fair and respectful way, which gives positive regard to people’s differences and individuality (for example, gender, gender identity, nationality or ethnic origin, disability, religion or belief, sexual orientation, age).  Assists in ensuring equal access to services and employment opportunities for everyone and promotes the Council’s Equal Opportunities in Employment Policy.

	3. HEALTH AND SAFETY
The Health and Safety at Work etc. Act 1974 and associated legislation places responsibilities for health and safety on Hull City Council, as your employer and you as an employee of the council. In addition to the Councils overall duties, the post holder has personal responsibility for their own health, safety and wellbeing and that of other employees; additional and more specific responsibilities are identified in the Council’s Corporate H&S policy.

	4. GENERAL
The above principal accountabilities are not exhaustive and may vary without changing the character of the job or level of responsibility. The postholder must be flexible to ensure the operational needs of the Council are met.  This includes the undertaking of duties of a similar nature and responsibility as and when required, throughout the various workplaces in the Council.



	
DIMENSIONS:  
All sections should be completed – if there aren’t any state ‘none’

	1.	Responsibility for Staff:	 
Line Manages 2 x Information Governance Officers and supervises Information Governance Assistant. 

2.	Responsibility for Customers/Clients:	                                                                   The post holder will manage and respond to information security breaches liaising with victims of breaches, regulators and senior internal stakeholders. They will also be required to work in partnership with HR and Legal Services in any case where a colleague may have committed a serious breach of policies or the law. 

They will be part of a small team responsible for providing high quality Information Governance guidance and advice to service areas and those buying the Council's traded services.  The post holder will be directly responsible for issuing advice and guidance to customers and clients and for delivering training on data protection, information security and information risk management. 

The role will monitor compliance with legislation and standards in order to identify the actions required for full compliance. This may include work with external organisations to whom the Council provides traded services or works in partnership with.  

3.	Responsibility for Budgets:                                                                                       The post holder will lead on procurement of goods and services for specific corporate projects in relation to information security risk management. They are also responsible for mitigating information risks to reduce the potential for the Council to incur significant monetary penalties.

4.	Responsibility for Physical Resources:	                                                                    The post holder is responsible for providing advice, guidance and awareness to service areas to ensure they manage their information assets effectively in accordance with Information Governance legislation and the Council's risk management framework.  They will monitor and undertake audits to ensure the Council management and disposal of information assets is effective and consistent.  

The post holder will create and maintain training resources relating to Information Security and Information Governance.

They are responsible for maintenance and management of the Information Security Incident reporting process.


	WORKING RELATIONSHIPS:
All sections should be completed – if there aren’t any state ‘none’

	[bookmark: Text12]1.	Within Service Area/Section:                                                                                   Line manages and leads the work of the Information Governance Officers. Works closely with the Information & Data Protection Manager and Information Governance Officers to deliver the Council's corporate Information Governance function. Reports significant risks and legal issues to Chief Executive, Deputy Chief Executive (as Senior Information Risk Owner), Town Clerk, Caldicott Guardians and Audit & Fraud Manager.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                          

[bookmark: Text13]2.	With Any Other Council Areas:                                                                                Works with colleagues across all services to support them in meeting legal and business requirements to protect and manage data effectively.  Established Information Governance Reps in each are usually the first point of contact in each service. 

Works with Caldicott Guardians identifying and mitigating informaiton security risks in the processing of health and social care data.

Works with Public Service Control Room Manger on CCTV enquiries and standards.

Works with the Legal Service on Public Interest Immunity disclosures.

Supports the Insurance section with legal claims in respect of data breach incidents. 

[bookmark: Text14]3.     With External Bodies to the Council:                                                                     Works with partners including the Police, NHS and third sector providers on information security issues and information sharing arrangements.  

Provides information governance advice and support to HCAL, KWL and organisations which buy traded Information Governance services from the Council.






	ORGANISATION CHART: Please Provide Job Titles and Grades  


	
	
	
	Immediate Line Manager
Information & Data Protection Manager

	
	
	

	Other jobs (peers) that report to immediate line manager

Records & Information Manager
Member Development & Support Team Leader
Customer Feedback Team Leader
Principal Member Support Officers
Political Assistant

	
	This Position
Information Risk Officer

	
	
	

	
	
	Direct Reports
Information Governance Officers








	
	Supporting Information 
(if applicable)

	PHYSICAL DEMANDS:
Physical Effort and/or Strain – (tiredness, aches and pains over and above that normally incurred in a day-to-day office environment).
	None

	WORKING CONDITIONS:
Working Conditions – (exposure to objectionable, uncomfortable or noxious conditions over and above that normally incurred in a day-to-day office environment). 
	
None

	EMOTIONAL DEMANDS:
Exposure to objectionable situations over and above that normally incurred in a day-to-day office environment.
	Acting as first point of contact with victims of data protection breaches can be difficult and demanding. Where the Council is informing the victim that their personal data has been compromised the first reaction is often shock and anger or upset. These conversations must establish the likely impacts upon the victims, including any immediate risks to their personal safety.  Reactions can include anger or great upset; tact and understanding are required in supporting victims and attempting to help them mitigate any impacts upon them. Staff reporting their errors can also be very distressed and need to be provided with assurance while also being give realistic expectations on any management action that may result.

The disclosure process for child social care files and Public Interest Immunity cases requires the reading and assessment of records that include child sexual abuse materials including explicit descriptions of harm to the victims.
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PERSON SPECIFICATION
	Cross relevant column
	List code/s*

	The information listed as essential (the column that is shaded) is used as part of the job evaluation process.  The requirements identified as desirable are used for recruitment purposes only.
*Codes: AF = Application Form, I = Interview, CQ = Certificate of Qualification, R = References (should only be used for posts requiring DBS’s), T = Test/Assessment, P = Presentation
	Essential
	Desirable
	How identified 

	1. 
	Qualifications:

	
	HNC and/or HND level qualification in a recognised Information Governance discipline (e.g. ISEB/BCS), ideally including Information Security, or extensive information governance experience in a public sector environment.
	X



	
	AF/CQ



	
	Evidence of continuing professional development and/or membership of a professional body.
	
	X
	AF

	2. 
	Relevant Experience:

	
	Significant experience working with Information Governance legislation and requirements including FOIA/EIR, DPA2018/UK GDPR, Information Security and Records Management in a public sector setting.
	X
	
	AF/I

	
	Successfully managing own workload, activity and meeting performance targets. 
	X
	
	AF

	
	Case management of large caseload of information rights enquiries/requests to meet statutory deadlines or performance targets. 
	X
	
	AF

	
	Working with colleagues across different departments in a large organisation to co-ordinate activity and deliver outcomes. 
	X
	
	AF/I

	
	Planning and delivering information management services at an operational level.
	
	X
	AF/I

	
	Contributing to corporate policies and procedures and working with colleagues at Board and Senior Management level.
	X
	
	AF/I

	
	Experience delivering training and/or briefing sessions to large groups in classroom/lecture environment.
	X
	
	AF/I

	
	Experience managing Information Security Incidents.
	
	X
	AF

	
	Managing and leading a small team to meet challenging deadlines 
	
	X
	AF/I

	3. 
	Skills (including thinking challenge/mental demands):

	
	Interprets legislation and regulatory requirements in order to develop and implement policies and training for colleagues at all levels of the organisation.
	X
	
	AF/I

	
	Good general IT skills with common office software including email, documents, spreadsheets and training slides.
	X
	
	AF

	
	Can undertake effective research in order to develop effective policies and processes for the Council.
	
	X
	AF/I

	
	Able to work with ICT, Learning & Development, Communications & Marketing and external partners to create and maintain awareness materials.  
	X
	
	AF

	
	Able to analyse data breaches to identify root cause and develop appropriate risk mitigation. 
	X
	
	AF/I

	
	Business improvement expertise, including process mapping and re-engineering.
	
	X
	AF/I

	
	Able to work with ICT colleagues to identify, develop and implement technical solutions to support the Council’s information risk management strategy.
	X
	
	

	
	Can negotiate with senior colleagues to ensure their compliance with information security or information right requirements.
	X
	
	AF/I

	4.
	Knowledge:

	
	Knowledge of information security standards and practices as they apply to public sector organisations. 
	X
	
	AF/I

	
	Well-developed understanding of information governance risks and challenges for public sector organisations and their partners.
	X
	
	AF/I

	
	In depth working knowledge of Information Governance legislation, standards, requirements and good practice.
	X
	
	I/T

	
	Detailed understanding of privacy risks facing public authorities in their storage and handling of personal information.
	X
	
	AF/I

	
	Understands reputational risks resulting from information governance failures or security breaches and the need to make senior stakeholders and Media Relations colleagues aware of such issues at the earliest opportunity.
	X
	
	AF

	
	Able to support and advise colleagues, as subject matter expert, on information security and information governance issues.
	X
	
	AF

	
	A good general understanding of how local authorities work.
	
	X
	AF/I

	5. 
	Interpersonal/Communication Skills:
Verbal Skills

	
	Ability to establish professional and effective working relationships with a range of partners/colleagues including Directors, Senior Managers and Elected Members.
	X
	
	AF

	
	Can effectively communicate complex concepts and requirements to audiences both in classroom training sessions and over the telephone.
	X
	
	AF

	
	Will communicate with understanding, tact and discretion when dealing with individuals who may be unhappy with outcomes or distressed by data breaches or other issues.  
	X
	
	AF/I

	
	Written Skills

	
	Able to create clear and concise written materials including policies, corporate training packages and awareness bulletins.
	X
	
	AF/I

	
	Able to produce effective written replies to complex information requests and enquiries, ensuring compliance with relevant legislation.
	X
	
	AF

	6.
	Other:
	
	
	

	
	None.
	
	N/A
	



	

	The requirements listed below are not considered during the job evaluation process but are essential requirements for the role that will be assessed during the recruitment process.

	7. 
	Values and Competencies:

	
	The values and competencies listed below are all essential requirements for working at Hull City Council in any post; however, those that have been marked as essential have been identified as key for this role and will be measured as part of the selection process.  They are not required to be addressed in your application form.

	
	Values:

	
	People First
	[bookmark: Check3]|X|
	
	I

	
	Respect
	|X|
	
	I

	
	Learning
	|X|
	
	I

	
	Ambition
	|X|
	
	I

	
	Partnership
	|X|
	
	I

	
	A copy of the Council’s Values and Behaviours can be accessed via the Council’s website – www.hullcc.gov.uk/jobs

	
	Competencies:

	
	Leading forward
	|_|
	N/A
	

	
	Improving services
	|_|
	N/A
	

	
	Analysis and decision making
	|X|
	
	I

	
	Making things happen
	|X|
	
	I

	
	Communicating with impact 
	|X|
	
	I

	
	Collaboration 
	|X|
	
	I

	
	Developing self and others
	|X|
	
	I

	
	A copy of the Competency Framework can be accessed via the Council’s website – www.hullcc.gov.uk/jobs

	8. 
	Additional Requirements:

	
	Cross as an essential requirement if the candidate requires a Baseline Personnel Security Check (BPSS).
	|X|
	
	



	9. 
	Disclosure of Criminal Record:

	
	The successful candidate’s appointment will be subject to the Council obtaining a satisfactory DBS Disclosure.

	|_|
	N/A
	DBS Disclosure
OR
Basic Disclosure

	
	If the postholder requires a Standard or Enhanced DBS disclosure (with or without barred list check) the candidate is required to declare full details of everything on their criminal record.
	|_|
	N/A
	AF (after short listing)

	
	If the postholder does not require a DBS disclosure, or requires a Basic Disclosure check only, the candidate is required to declare unspent convictions only.
	[bookmark: Check5]|X|
	N/A
	AF (after short listing)
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